Although the commercialization of fifth-generation (5G) mobile networks is just in its initial stage, sixth-generation (6G) research effort has been kicked off from the academic and industrial points of view. Researches on the candidate technologies of 6G, such as ultra-massive multiple-input multiple-output (MIMO), terahertz communications, artificial intelligence (AI) empowered wireless networks, and reconfigurable intelligent surfaces (RISs), are all in full swing. Among them, RISs are regarded as a promising emerging hardware technology to improve the spectrum and energy efficiency of wireless networks by artificially reconfiguring the propagation environment of electromagnetic waves. Due to the unique advantages in enhancing wireless communications, RISs have become a hot topic in recent researches. In this article, we focus on three main challenges of implementing RISs in wireless networks, namely, channel state information acquisition, passive information transfer, and resource allocation of RIS-aided communication systems. We summarize the state-ofthe-art solutions and explore potential research directions. Furthermore, we enumerate promising application scenarios of RISs, such as edge intelligence, unmanned-aerial-vehicle communications, and so forth.
I. INTRODUCTION
The commercialized fifth-generation (5G) is anticipated to be launched from 2020 to support the "connected things" services with typical application scenarios, such as eMBB (enhanced mobile broadband), URLLC (ultra-reliable and low-latency communications), and mMTC (massive machine-type communications). This is achieved by the key enabling techniques in 5G, including massive multiple-input multiple-output (MIMO), millimeter wave (mmWave) and ultra dense networks, followed by the edge computing and network slicing. Although 5G era is just in its initial stage, sixth-generation (6G) research effort has been kicked off from the academic and industrial points of view. It is recognized that 6G shall provide a paradigm shift for mobile communications from "connected things" to "connected intelligence" with artificial intelligence (AI) services, thereby embracing the functionalities of Internet of Things (IoT), big data and AI in the physical space and information space. However, stringent requirements, including COC (computation oriented communications), CAeC (contextually agile eMBB communications), and EDuRLLC (event defined uRLLC), need to be satisfied to provide intelligent services, for which reconfigurable intelligent surfaces (RISs) [1] , ultra-massive MIMO, X. Yuan terahertz communications, AI-empowered wireless networks, and edge AI become promising candidate technologies to support future 6G era [2] .
Among these emerging technologies, RISs, a.k.a., large intelligent metasurfaces (LIMs) [3] and intelligent reflecting surfaces (IRSs) [4] , have been envisioned to reduce the energy consumption and improve the spectral efficiency of wireless networks by artificially reconfiguring the propagation environment of electromagnetic waves. As such, RISs have the huge potential to revolutionize the design of wireless networks, particularly when combined and integrated together with other 6G candidate technologies such as ultra-massive MIMO, terahertz communications, AI-empowered wireless networks, and edge AI. As such, the purpose of this article is to draw attention to and spur activities on this new research direction.
RIS-empowered smart radio, as illustrated in Fig. 1 is able to combat the unfavourable propagation conditions (such as deep fading) by manipulating the radio propagation environment in future-generation wireless communications. Millimetre wave and terahertz communications have been envisioned as enabling technologies for 5G-and-beyond wireless communications. As the increase of the radio frequency, tens and even hundreds of antenna elements will be installed on a portable device, let alone a base station with much room for antenna deployment. As such, massive MIMO with antenna arrays deployed at both base stations and device terminals is able to provide unprecedented capacity gains to meet the exponential increase in the demand of wireless data services. However, at the same time, the increase of the radio frequency weakens the diffraction and scattering effect, which makes electromagnetic waves prone to be blocked by obstacles such as buildings in urban areas. As a result, it is difficult to ensure a universal coverage of wireless services in mmWave and terahertz communication networks by using conventional cellular techniques. The recent advancement of meta-material provides a revolutionarily new solution to tackle the problem by artificially controlling the propagation environment of electromagnetic waves. Typically, a RIS is composed of a large number of low-cost and energyefficient reconfigurable reflecting elements that can reflect impinging electromagnetic waves with a controllable phase shift via the help of a smart controller. Through intelligent placement and reflect/passive beamforming, a RIS is able to provide an extra high-quality channel link to overcome the unfavourable propagation conditions of wireless communication systems.
There are undeniable advantages of RIS-empowered smart radio. First, RISs can be deployed almost everywhere. Reconfigurable electromagnetic materials can be used to coat environmental objects, including but not limited to building facades, ceilings, furnitures, and clothes, etc. Second, RISs are environmentally friendly. As the RISs are nearly passive, no additional energy is consumed by RIS-aided systems as compared to conventional wireless systems, which ideally meets the requirement of green communications. Third, RISs support fullduplex and full-band transmission, since they only reflect electromagnetic waves. In addition, RISs are cost-effective since they need no analog-to-digital/digital-to-analog converters and no power amplifiers. At the same time, however, the use of RISs poses a number of new challenges for the transceiver design of wireless communication systems, as elaborated below.
II. CHANNEL STATE INFORMATION ACQUISITION IN RIS-AIDED COMMUNICATION SYSTEMS
A. Problem Description The acquisition of channel state information (CSI) is a fundamental problem to achieve the full potential of RIS-aided wireless networks. Recent studies show that the transceiver design of a RIS-aided system critically depends on the knowledge of CSI; e.g., the joint active and passive beamforming design in [4] and the joint transmit power allocation and beamforming design in [5] .
The CSI acquisition problem in a RIS-aided system, however, is quite different from those in traditional communication systems. To be specific, we consider a typical RIS-aided communication system, where a number of users communicate with a base station (BS) via the help of a RIS as illustrated in Fig. 2 . For the CSI acquisition in this system, besides the estimation of the direct channel link (i.e., the channel link between the BS and the users) as in traditional communication systems, two additional channel links, namely, the user-RIS channel link and the RIS-BS channel link, also need to be estimated. By turning off all the RIS elements, the direct channel can be obtained based on traditional channel estimation methods. Yet the remaining problem of estimating the user-RIS and RIS-BS links is far more difficult since the RIS is expected to be a nearly passive device with very limited capability of transmitting, receiving, and processing radio frequency (RF) signals. This means that, unlike conventional pilot-assisted channel estimation, one can neither rely on the RIS to estimate the user-RIS and RIS-BS channel links by processing the pilots from the users and the BS, nor rely on the RIS to transmit pilot signals to facilitate the channel estimation at the users and the BS. As such, the CSI acquisition of the RIS-aided system gives rise to the cascaded channel estimation problem, i.e., the problem of estimating the user-RIS and RIS-BS channel links upon the observation of their noisy product. We henceforth refer to the cascade of the user-RIS and the RIS-BS links as the cascaded channel. The cascaded channel estimation problem is in general a bilinear estimation problem, as in contrast to the linear estimation problem for channel estimation in conventional communication systems. In addition, the size of a RIS is usually very large. This implies that a large number of channel coefficients need to be estimated, which imposes extra difficulty on the cascaded channel estimation problem.
B. State-of-the-Art Solutions
At present, the design of CSI acquisition in RIS-aided systems is still in its infancy. Initial attempts to solve this problem can be roughly divided into three categories.
1) Active-channel-sensor based CSI acquisition: This approach is based on the insertion of active channel sensors into the array of passive elements for sensing channel information [6] . Each active channel sensor is equipped with not only an RF phase shifter like a passive reflecting element for reflecting the incident electromagnetic (EM) wave, but also an additional baseband processing unit for the channel estimation. Correspondingly, the active sensors have two work modes, namely, the channel sensing mode (using the baseband unit for channel estimation) and the reflection mode (using the RF phase shifter for reflecting EM wave) [6] . During the channel sensing mode, the sensors receive the pilot signals from the users and the BS to estimate their corresponding channel links. Since the channel coefficients of a large antenna array at the RIS have strong correlation, these coefficients can be constructed based on the sampled channel information by utilizing compressive sensing tools. The channel links from the RIS to the users and to the BS can be obtained by assuming channel reciprocity.
The active-channel-sensor based approach, however, has some disadvantages. First, the active sensors require additional baseband processing units, which increases the hardware cost of the RIS. Second, the active sensors consume extra energy, which may pose a heavy burden on the RIS as a nearly passive device. Last but not least, the channel information obtained at the RIS needs to be uploaded to a control center (usually located at the BS) for beamforming design and resource allocation, which gives rise to the need of information transfer for RIS. To address the above issues, we next describe two CSI acquisition approaches based on a RIS with all passive elements.
2) Channel-decomposition based CSI acquisition: As discussed in Section II-A, the cascaded channel estimation problem involved in the CSI acquisition of a RIS-aided system is difficult to solve due to the multiplication of the two coefficient matrixes of the user-RIS and RIS-BS links. An idea of avoiding this difficulty is to decompose the cascaded channel into a series of sub-channels that are easier to estimate. For example, one may decompose the cascaded channel into a series of rank-1 matrixes with each corresponding to a RIS element. Each subchannel can be estimated by turning on only one RIS element (and turning off all the other elements). Applying this procedure to each RIS element, the CSI of the whole cascaded channel can be obtained. This method has been adopted in [7] for the CSI acquisition of the RIS-aided single-user system. A total pilot length of M N is required for reliable CSI acquisition, where M and N are respectively the numbers of the antennas/elemetns at the BS and at the RIS. This method can be extended to the multiuser case. However, the required pilot length increases to M N K (with K being the number of users), which incurs a prohibitively high training overhead when K is large.
An alternative decomposition method for the cascaded channel estimation is to estimate the channel by activating each user one by one, i.e., the cascaded channel is decomposed into a series of single-input multiple-output channels seen by each user. By exploiting the fact that all the users share a common RIS-BS link, the authors in [8] proposed an efficient threephase channel estimation method, which reduces the required pilot length to
3) Structure-learning based CSI acquisition: The cascaded channel of a RIS-aided system usually exhibits strong structural features, such as sparsity and low-rankness, which can be exploited to reduce the overheads for the CSI acquisition. The sparsity of the cascaded channel attributes to the deployment of large-scale antenna arrays, so that the RIS and the BS are able to distinguish EM waves from different directions with high resolution. The low-rankness of the cascaded channel arises from the effect of limited scattering in the user-RIS and RIS-BS propagation environment. Moreover, signal sparsity can be artificially introduced to assist the cascaded channel estimation by controlling the on/off states of the RIS elements. With these structural information, the estimation of the cascaded channel can be done by utilizing advanced signal processing tools, such as compressed sensing, sparse matrix factorization, and lowrank matrix recovery algorithms. For example, the authors in [3] proposed a two-stage algorithm to estimate the cascaded channel in the RIS-aided MIMO system. The algorithm includes a sparse matrix factorization stage to estimate the information of the RIS-BS channel link, and a matrix completion stage to estimate the information of the user-RIS channel link.
C. Research Challenges 1) Channel modelling and channel acquisition: The channel model of a RIS-aided MIMO system has not yet been well understood. A conventional MIMO channel is usually assumed to be far-field, where the EM waves impinge upon an antenna array nearly in parallel under the assumption that the radio source, the scatterers, and the receiver are located sufficiently away from each other. However, the passive antenna array of a RIS, coated on a facade of a building or on the ceiling of a room, can be placed very close to the BS/user terminals. As such, it is necessary to take into account near-field propagation properties in modelling the BS-RIS-user channels. Other propagation properties, such as line-of-sight (LOS)/non-LOS/narrowband/broadband, etc., may also be radically different for RISaided MIMO systems as compared to conventional MIMO systems. Therefore, new models are needed to characterise the propagation environment of a RIS-aided MIMO system more precisely.
The new models also encourage the use of new mathematical tools in channel acquisition. For example, matrix factorization and matrix completion techniques are involved in the cascaded channel estimation algorithm developed in [3] . Yet, the channel model employed in [3] is very primitive. We believe that with more realistic channel modelling, other advanced statistical signal processing techniques, such as tensor factorization and structured signal reconstruction, will find their roles in reliable acquisition of the CSI.
2) System design under CSI uncertainty: The existing studies on the design of RIS-aided systems are mostly based on the assumption of perfect CSI so that the phases of the reflecting elements of the RIS can be judiciously adjusted for performance enhancement. As mentioned previously, in practice, the CSI acquisition of the two cascaded channel links is a difficult problem due to limited signal processing capabilities of the RIS. As such, the design of RIS-aided systems including transceiver design and passive beamforming optimization at the RIS needs to be carried out under CSI uncertainty.
In addition, it is known that in wireless communication systems, joint channel estimation and signal detection provides significant performance improvement over separate processing approaches. Thus, it is desirable to investigate the possibility of jointly estimating the user-RIS and RIS-BS channels and at the same time detecting the data from the users. This is a highly non-linear signal estimation problem that calls for urgent solutions.
3) Theoretical limits: The fundamental performance limit of the RIS-aided communication system is far from being well understood. For example, for a general RIS-aided massive MIMO system, it is so far not clear at least how many pilots are required to reliably estimate the three channel links; it is also unknown that by exploiting the additional channel structures (such as sparsity and low-rankness), how much pilot reduction can be achieved. Therefore, an explicit characterization of the fundamental tradeoff between the training overhead and the system parameters (such as M , N , and K) is highly desirable.
Moreover, for RIS design under CSI uncertainty, there is a tradeoff between system performance and CSI accuracy. How to characterize the relationship between the performance metrics (such as achievable data rate and outage probability) and CSI accuracy will be a very challenging research topic.
III. PASSIVE INFORMATION TRANSFER OF RIS

A. Why Passive Information Transfer?
The existing studies mostly focus on the utilization of RISs to enhance the primary end-to-end communications by performing passive beamforming. However, in practice, RISs also need to transfer information. The potential sources of the RIS information are listed as follows.
• Control signaling of RIS: To coordinate with the transceiver, a RIS is required to report its state information in real time. For example, to synchronise with the transceiver for packet delivery, the RIS needs to acknowledge its current status by sending out control signals. • Maintenance of RIS: It is important to monitor the environmental conditions (such as temperature, humidity, pressure, etc.) of the RIS in real time to guarantee its normal operation. In addition, if some elements of the RIS are impaired, such information needs to be reported to the control center. • Assistance of CSI acquisition: As mentioned in Section II-B, with active-channel-sensor based CSI acquisition, the channel is estimated at the RIS based on the received signals of the inserted active sensors. The CSI acquired at the RIS needs to be forwarded to the transmitter for beamforming design. • Green IoT: Hardware cost and energy consumption are fundamental bottlenecks to constrain the extensive implementation of IoT devices. The combination of IoT with backscatter communication is regarded as a promising solution to overcome these obstacles and achieve green IoT [9] . Compared with backscattering, RISs are able to reflect incident signals in a much more efficient way. This inspires the use of RISs to assist information transfer of IoT devices. Based on the above discussions, information transfer at RISs is an urgent problem for the development of the RIS technology. An immediate solution to this problem is to equip each RIS with a dedicated transmitter. However, this solution is not costeffective and requires extra power consumption. Instead, it is more desirable to modulate the RIS information onto its reflected signals to achieve passive information transfer. We next briefly introduce the state-of-the-art research along this line.
B. State-of-the-Art Solutions
In [10] , the RIS is regarded as an access point by assuming that the RIS is supported by a nearby radio frequency (RF) signal generator. To transmit RIS information, the RF signal generator emits an unmodulated carrier signal to the RIS, and the RIS modulates its information onto the reflected carrier signal. Simultaneously, the RIS is required to maximize the received signal-to-noise ratio (SNR) by manipulating the phase shifts of the RIS. However, the use of the dedicated RF signal generator is not cost-effective.
In [11] , the authors proposed to adopt the spatial modulation on the index of the RIS elements to transmit the RIS information in a completely passive manner. That is, the RIS information is transmitted by manipulating the on/off states of the RIS elements. Further, the authors proposed a joint passive beamforming and information transfer (PBIT) technique for the RIS-aided communication system, which aims to simultaneously transmit the RIS information and enhance the primary communication quality. Compared to [10] , the PBIT scheme in [11] is more promising since it does not consume any extra time/frequency resource in information transfer.
C. Research Challenges
Passive information transfer of RIS, especially its joint design together with passive beamforming, is an emerging research direction rich of open challenges as discussed below.
1) RIS design: In the PBIT scheme, the RIS is required to enhance the primary communication and simultaneously deliver its private information. Then how to balance these two functionalities becomes an essential problem for the design of RIS. A straightforward approach is to divide all the RIS elements into two groups, one for performing passive beamforming and the other for transferring information. One disadvantage of this approach is that the RIS elements used to transfer information have no contribution on enhancing the primary communication. To address this issue, the authors in [11] proposed to enable simultaneous passive beamforming and information transfer at each RIS element, where spatial modulation is applied to each RIS element for information delivery. The spatial modulation method randomly turns off a portion of RIS elements for information delivery, which generally compromises the capabilities of passive beamforming at the RIS. The tradeoff between the information transfer capacity and passive beamforming capability calls for urgent investigation. Furthermore, other modulation techniques beyond spatial modulation need to be explored to strike a more advantageous balance between passive beamforming and information transfer at the RIS.
The passive beamforming design in the PBIT scheme generally involves stochastic optimization since the carried information introduces randomness on the reflecting coefficients of RIS elements. Solving stochastic optimization problems is far more difficult than solving deterministic optimization problems involved in traditional beamforming design. In addition, various design criteria in terms of spectrum and power efficiency shall be considered in the formulation of the optimization problems.
2) Joint transceiver and RIS design: We first consider the transmitter side. For the RIS-assisted massive MIMO system, the active beamforming design at the transmitter needs to be optimized together with the passive beamforming at the RIS to achieve globally optimal system performance. In the PBIT scheme, this joint active and passive beamforming design is particularly challenging due to the necessity of stochastic optimization caused by the randomness of RIS information.
We now consider the receiver side. The receiver of the PBIT scheme is required to retrieve the information from both the RIS and the transmitters. The signals from the transmitters and the RISs are multiplied together, which yields bilinear signal detection problems. This inspires the development of new statistical inference techniques for bilinear models.
From an information theoretic perspective, the PBIT system can be modelled by a multiplicative multiple access channel. The capacity of such a channel is not well understood so far. The joint design of the channel coding and beamforming strategies at the transmitter and the RIS, together with the detection and decoding algorithms at the receiver poses a highly challenging task worthy of further investigation.
IV. RESOURCE ALLOCATION AND SYSTEM OPTIMIZATION IN RIS-AIDED COMMUNICATION SYSTEMS A. Uniqueness and Challenges
Resource allocation and system optimization undoubtedly play a crucial role in exploiting the full advantages of RIS. Despite the importance of this topic, only a few preliminary studies have been performed so far on user-RIS association [12] , pilot sequence allocation, transmit power control, and quantization precision of phase shifters [13] .
Resource allocation problems are fundamentally different in RIS systems than in traditional systems. In current wireless systems, resource allocation is optimized at the transceiver side to combat the detrimental effects of the wireless propagation environment. In RIS systems, by contrast, the wireless propagation environment is no longer a passive channel, but a controllable entity that can be configured by RIS phase shifts. As such, the propagation environment is to be jointly optimized with the transceiver strategies, leading to unique design challenges. First, the CSI acquisition of the cascaded user-RIS and RIS-BS channels requires much higher communication and computation costs than tradition channel estimation problems, as discussed in Section II. Thus, the high communication and computation costs are non-negligible and are to be traded off against the achievable performance of optimal resource allocation problems. Secondly, we lack the analytical models to incorporate the physical and functional characteristics of RISs into the optimization framework. These include 1) the impact of limited sensing and processing power of RISs on the achievable system capacity, coverage, and reliability, 2) the impact of nearfield propagation when the scale of an RIS is comparable with its distance from the base stations or the mobile devices, and 3) the impact of the size, location, and spatial correlation of multiple RISs on the fundamental system performance. [14] discussed the fundamental gaps of knowledge we face to derive analytical and tractable models that account for the characteristics of RISs. naturally follows is: what is the optimal amount of communication and computation resources we shall allocate to cascaded channel allocation when the overall system performance is to be maximized. To answer this question, it is critical to seek the following fundamental understandings.
B. Optimal Management of Computation and Communication Resources for Cascaded Channel Estimation
1) The quantitative impact of the channel estimation error on the optimal solutions and objective function values of the resource allocation problems in RIS systems. This involves sensitivity analysis of the resource optimization problems, which are likely to be non-convex due to the coupling of active and passive beamforming.
2) The quantitative impact of pilot sequence length T on the channel estimation error. Recent analysis has proved the existence of phase transition of MSE in Bayes-optimal matrix factorization algorithms. It is desirable to extend the analysis to RIS systems to identify the value of T at which the MSE drops to a tolerable level.
3) The evolution of MSE over iterations in the advanced signal processing algorithms for cascaded channel estimation. Such convergence analysis would allow us to put the iterative algorithms to an early stop when the MSE falls within the tolerable range, thereby reducing the overall computational cost. However, characterizing MSE evolution is highly nontrivial here due to the non-linearity of the problem.
C. Integrating Learning and Optimization in RIS Systems
The lack of analytical models of RIS systems hinders the use of traditional optimization approaches that rely on mathematically convenient models. On the other hand, machine-learning approaches are data driven and less reliant on analytical system models, and have attracted a recent surge of research interests in communication and networking systems. However, we argue that the PHY-layer characteristics of wireless systems, such as link propagation and interference, are very well understood, despite the difficulty in modeling the entire complicated RIS system. Completely ignoring the model availability would negatively impact the algorithm efficiency. Fig. 4 . An illustration of the actor-critic DRL framework for solving a timevarying optimization problem maxx t ,y t Q(xt, yt; θt), where the problem in the t-th epoch is specified by the parameter set θt. The hard-to-solve variables, denoted by xt, are determined by the actor network, and the easy-to-solve variables, denoted by yt, are optimized by solving the resultant sub-problems in the critic network.
As such, it is highly desirable to design an integrated framework, where model-free learning and model-based optimization approaches complement each other and work better together. One promising solution is the actor-critic based deep reinforcement learning (DRL) framework proposed in [15] , as illustrated in Fig. 4 . Consider the optimization variables in a resource allocation problem can be separated into two sets. One set corresponds to the variables that are hard to solve, e.g., integer variables, variables rendering the problem non-convex, or variables without a convenient model to describe their relation with the objective function. The other set corresponds to the variables that are easy to solve, e.g., continuous variables of a convex sub-problem. In Fig. 4 , the actor network is a deep neural network (DNN) that takes the parameters defining the resource allocation problem as inputs, and outputs a tentative solution to the "hard" variables. The tentative solution is quantized to a few candidate solutions according to the exploration policy of reinforcement learning. With "hard" variables fixed, the critic network is a mathematical optimization solver that solves the remaining "easy" sub-problem. The pair of problem parameters and the best available solution are stored in a replay memory. Random batches from the replay memory are sampled from time to time to train the actor DNN. In this framework, deep learning is applied to solve the variables that are either hard to model or hard to solve, and mathematical optimization is applied to solve the variables that are easy to model and solve. The integrated learning and optimization framework is proved to be very efficient in solving mixed integer optimization problems in [15] . It is envisioned as a very promising tool to solve resource allocation problems in large-scale and complex RIS systems.
V. OTHER CHALLENGES OF RIS-AIDED WIRELESS COMMUNICATIONS
A. RIS-Aided Edge Intelligence
Edge intelligence, including edge caching, edge computing, and edge learning, as shown in Fig. 5 , is an advanced technology to relieve the data traffic of networks by utilizing the storage units at edge servers, solve the computation latency of highcomputational-demanding devices via computation offloading, Fig. 5 . RIS-aided edge intelligence. and guarantee the privacy and security of big data analysis by adding computing dimension and learning functionality into the radio access networks. However, the utilization of edge intelligence heavily relies on the inhabited network topology and the limited energy budget of edge devices. The RIS provides a promising solution to improve the achievable degreeof-freedoms for the edge caching, computing and learning networks. This is achieved by improving the feasibility of the generalized topological interference alignment conditions via actively controlling the network environments. The RIS can also alleviate the energy limitation problem of edge devices and thus improve the joint uplink and downlink communication efficiency in the edge computing and learning procedures by intelligently tuning the phases of the incident EM waves. Therefore, the joint optimization of storage/computation devices selection, transmit beamforming design, and passive beamforming design for the RIS-aided edge intelligence system needs to be addressed.
B. RIS-Aided Wireless Power Transfer
Wireless power transfer is a transmission technique for electromagnetic energy without using wires as a physical link. It is known from the physical law that the energy of an electromagnetic wave dissipates fast along with its propagation over the space, which makes far-field wireless power transfer very inefficient. With a massive deployment of RISs in the environment, a large amount of electromagnetic waves, otherwise wasted in space, can be redirected to a desired destination for high-efficiency energy collection. The design of a multifunctional RIS to fulfil the needs of wireless power transfer, passive beamforming, as well as passive information transfer, poses numerous interesting optimization and design problems.
C. RIS-Aided Physical-Layer Security
The security of wireless networks is of critical importance since wireless networks have been used increasingly for a wide variety of applications, including but not limited to banking, social networking, and environmental surveillance. In some emerging network architectures such as ad hoc networks and sensor networks, the use of conventional data encryption for network security is difficult to implement. As a result, there has been a rising interest in the development of secure data transmission based on physical properties of the wireless channel (hence the name physical-layer security). The usage of RISs provides new mechanisms to manipulate the signals at the insecure nodes, so as to prevent potential information leakage and ensure network security.
D. RIS-Aided Unmanned-Aerial-Vehicle Communications
Unmanned aerial vehicles (UAVs) can be used to provide ubiquitous coverage as relays in wireless communications. A main design consideration for UAV communications is the UAV deployment and path planning for ubiquitous coverage. The design challenges include user connectivity, fuel limitation, and collision avoidance, etc. The use of RISs makes a UAV to access a remote user originally blocked by buildings in an urban area, since the UAV only needs to make connection to the RISs which usually allows for LOS paths. The joint optimization of UAV path planning and RIS placement poses new challenges for the system design.
E. RIS-Aided Device-to-Device Communications
Device-to-device (D2D) communication provides a new paradigm for the cellular networks to reduce communication latency and improve spectral efficiency by allowing direct communication between different devices, such as mobile users, machines, and delays, instead of transferring data through the BS or core network. Incorporating RIS with D2D can improve the energy efficiency of devices and provide another available path to overcame the dead zone problem between different devices.
VI. CONCLUSIONS
This paper discussed various fundamental issues related to the implementation of RISs into practical wireless networks, including CSI acquisition, passive information transfer, and resource allocation. For each of these issues, we pointed out the challenges, the state-of-the-art solutions, and the open research directions. It is expected that the illustration in this paper can provide effective guidance and insightful inspiration on further investigation about the three issues. Note that there are also other problems that need to be considered in RIS-aided wireless systems, such as energy harvesting of RISs, communication protocols of RISs, which require further researches but are not in the scope of this article. In addition, we listed examples of potential application scenarios of RISs. Due to space limitation, this article does not cover other promising applications by combining RISs with terahertz communication, URLLC, mMTC, etc. We believe that the superb advantages of the RIS technique in enhancing wireless communications will play an indispensable role in the 6G era.
